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Introduction

In its first ever cybersecurity strategy adopted 
in 2013, the European Union (EU) stated that it aims 
to “make the EU’s online environment the safest in 
the world” (European Commission, 2013). Since 
then, a number of policy measures have been imple-
mented to strengthen the EU’s cybersecurity capa-
bilities and resilience against cyberattacks, including 
the Directive on security of network and informa-
tion systems (NIS Directive), Digital Single Market 
Strategy, the proposal to create the European 
Cybersecurity Competence Centre and Network, the 
EU Cybersecurity Act, as well as the Digital Europe 
and the Horizon Europe programmes. While cyber-
security’s place at the top of the EU’s political agenda 
raises no doubts, the question of key actors in charge 
of strengthening the EU’s cybersecurity requires 
wider debate at both strategic and operational levels.

The concern regarding the key EU cybersecu-
rity actors is a primary focus on the European and 
national level. The current EU policy suggests that in 
the context of cybersecurity the principal players are 
Member States’ national governments, supported 
by the dedicated EU bodies, such us the European 
Union Agency for Cybersecurity (ENISA). The role 
of European regions is largely omitted. However, 
the regions are what has the biggest potential to 
connect the technology with the end users, assist 
local small and medium enterprises (SMEs), and 
provide them with business support and access 
to innovative technologies. In order to achieve an 
effective cybersecurity posture, the EU must realise 
that national governments and EU institutions are 
not enough and that more structured inclusion of 
the regions and the definition of their strategic role 
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in Europe’s cybersecurity is needed. Therefore, this 
paper argues that the multi-level governance model 
needs to be established to include European regions 
in the EU cybersecurity policy implementation.

The regions are what has the biggest 
potential to connect the technology 
with the end users, assist local small and 
medium enterprises (SMEs), and provide 
them with business support and access 
to innovative technologies.

Cybersecurity and the changing roles 
of the state

The traditional approach to security highlights the 
state as the main referent object of security and 
the key actor in implementing security politics. 
Historically, and especially after the establishment 
of Westphalian sovereignty, the states have had 
an exclusive authority within their territory and 
the right to legitimate exercise of power to ensure 
its security against any external threats. Such 
security-sovereignty nexus has become deeply 
enshrined in international and domestic politi-
cal discourse, making it difficult to include other 
actors in the traditionally state-dominated field of 
security. However, the emergence of cybersecu-
rity as a political and security issue suggests the 
changing role of the state as the key security actor.

The emergence of cybersecurity as 
a political and security issue suggests 
the changing role of the state as the key 
security actor.

Because of its multifaceted and all-encompassing 
nature, cybersecurity policy requires a diversifica-
tion of the actors involved in its implementation. 
The increasing digitalisation and the resulting secu-
rity challenges place cybersecurity at the top of the 
political agendas across the globe. Unlike the previ-
ous “hot” security challenges that have dominated 
the political agendas for years (e.g. a classic exam-
ple of nuclear proliferation during the Cold War), 
cybersecurity cuts across different policy areas and 
affects the daily social, economic and political life 

of entire society.1 This new security environment 
changes the role of the state, making it not only the 
sole security guarantor, but also the security part-
ner (Dunn Cavelty & Egloff, 2019, pp. 42–49). For 
example, critical infrastructure protection requires 
the state to cooperate with the private sector, and 
to raise cybersecurity awareness the state needs to 
directly involve society. Sharing the authority and 
responsibility of cybersecurity with the new actors 
becomes a prerequisite.

The ensuring of cybersecurity becomes barely pos-
sible without close cooperation with the non-state 
or semi-state actors, including private sector rep-
resentatives, different levels of government, and 
NGOs organisations. The cooperation with the pri-
vate sector has been recognised as an important 
step in strengthening the EU’s cybersecurity, result-
ing in the contractual public-private partnership 
on cybersecurity signed with the European Cyber 
Security Organisation (ECSO) in 2016 (European 
Commission, 2016). At the same time, European 
regions still lack recognition as important cyber-
security actors. However, it is the regions that can 
ensure the cohesive EU cybersecurity policy by link-
ing the local users, research centres, and suppliers 
of cybersecurity solutions with the national and 
the European levels.

The (in)visible role of the regions

The main advantage of the regions is their proximity 
and their ability to build trust among the local cyber-
security stakeholders. Unlike national governments, 
which tend to (and actually must) have a bird’s-eye 
view of the country’s cybersecurity posture, regions 
enjoy much closer connection to the local cyber-
security stakeholders: from end users and inte-
grators to research and innovation (R&I) centres, 
product and service providers. The Pôle d’excellence 
cyber initiative, launched under the auspices of the 

1 There is no doubt that the disruptive potential and the 
far-reaching impact of the cyberattacks are widely recognised. 
However, in the political discourse cybersecurity is not associ-
ated with the “doomsday” and all-out war scenarios which are 
often considered for “hot” security issues and give the state an 
exclusive authority to act. As a current security policy priority, 
cybersecurity is more a matter of the “normal”, everyday politics 
and policy practices rather than the politics of emergency.
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French Ministry of Armed Forces and the Brittany 
Region, is a good example of how the state can ben-
efit and advance its cyber readiness by involving the 
regional authorities in cybersecurity (Pôle d’excel-
lence cyber, n.d.). This privileged position allows 
regions to effectively address the cybersecurity 
innovation and industry development issues which 
could be difficult to manage by national authori-
ties due to their lack of knowledge about regional 
cybersecurity environment and its dynamics.

The Pôle d’excellence cyber initiative, 
launched under the auspices of the 
French Ministry of Armed Forces and the 
Brittany Region, is a good example of how 
the state can benefit and advance its 
cyber readiness by involving the regional 
authorities in cybersecurity

The regions could play an important role in 
strengthening national and European cyberse-
curity posture. In recent years, European regions 
have become a frequent target for cyberattacks. 
The ransomware attacks against a Rouen hospi-
tal in France (BBC, 2019) and the city of Frankfurt 
in Germany (Cimpanu, 2019) that happened at the 
end of 2019 are just a few examples among many 
others. The regional preparedness against cyberat-
tacks can serve as a litmus test to identify national 
strengths and weaknesses. Being in a direct con-
tact with the end users, CISOs (Chief Information 
Security Officers), critical infrastructure opera-
tors, and national governments, regional authori-
ties can establish effective response mechanisms 
and preventive measures, thus contributing to the 
increased cybersecurity awareness. Likewise, the 
ignorance of the regional dimension of cybersecu-
rity could harm the national cohesion, as a cyberat-
tack against the region could be as destructive and 
costly as an attack against the entire state, with 
far-reaching repercussions on its economy as well 
as socio-economic stability. The role of the regions 
in the EU cybersecurity architecture is paramount.

More specifically, the regional authorities can play 
an important role in rising cybersecurity aware-
ness among the local SMEs. Representing 99% 

of all businesses in the EU and providing two-
thirds of the total private sector employment, they 
are of particular importance to the EU (European 
Commission, Entrepreneurship…, n.d.). Unlike large 
corporations, SMEs often lack resources or exper-
tise to implement both the digitalisation of their 
operations and the appropriate cybersecurity 
measures to protect them. They also too often 
rule out the possibility of a cyberattack because 
they assume that they are too small to draw the 
cybercriminals’ attention. The local authorities can 
effectively address the poor cybersecurity prac-
tices by tailored initiatives. The Keep IT Secure 
(KIS) initiative by Digital Wallonia (Belgium) and 
Basque Industry 4.0 by the Basque Country (Spain) 
serve as very good examples. Both programmes 
have been designed to help local SMEs assess dif-
ferent cybersecurity threats and take the appropri-
ate measures to protect their businesses.

The ignorance of the regional dimension 
of cybersecurity could harm the national 
cohesion, as a cyberattack against the 
region could be as destructive and costly 
as an attack against the entire state, with 
far-reaching repercussions on its economy 
as well as socio-economic stability.

In terms of the EU cybersecurity market develop-
ment, regions can significantly contribute to the 
development and deployment of European cyber-
security products and services, thus reducing the 
EU’s reliance on cybersecurity solutions coming 
from the third countries. Even if the Union has 
a sufficiently solid cybersecurity landscape with 
dedicated strategies and financial instruments, it 
still largely depends on non-European providers. 
The European regions can play a significant role in 
escaping this cul-de-sac by leveraging their knowl-
edge of the local cybersecurity ecosystem and 
adopting national and European resources to solve 
region-specific challenges. By providing business 
support to the local cybersecurity SMEs, regions 
can help to facilitate the commercialisation of 
European cybersecurity solutions. For example, the 
Institute for Business Competitiveness of Castilla 
y León (Spain) has developed a pre-commercial 



47

VOLUME 6 (2020) ISSUE 1

public procurement programme, which promotes 
the acquisition of cybersecurity solutions starting 
with the research, innovation, and development 
(R&I&D) phase, thus providing the local cyberse-
curity companies with the financial support and 
incentives to work on innovation and technologi-
cal development (ECSO, 2019). For these reasons, 
regional authorities should be recognised as a thriv-
ing force for the digital transformation of the EU.

Regions can significantly contribute 
to the development and deployment 
of European cybersecurity products and 
services, thus reducing the EU’s reliance 
on cybersecurity solutions coming from 
the third countries.

Finally, the key role of the regions should be rec-
ognised not only in the implementation but also 
in the design of the European cybersecurity pro-
grammes. Having a knowledge of the local cyberse-
curity ecosystem, regions have a great potential to 
contribute to accelerating the cybersecurity inno-
vation. The cybersecurity research projects would 
benefit from involving regional representatives. 
Such involvement would help to ensure the sustain-
ability and applicability of the research projects to 
market needs. To achieve this, the future European 
technology research programmes, such as Horizon 
Europe, would need to clearly integrate the regional 
dimension and establish practices for more robust 
involvement of regional research bodies.2

The existing regional cybersecurity initia-
tives in the EU

The EU has recognised the importance of regions 
to its cybersecurity posture, and thus economic 
stability and growth, which reflects at the strate-
gic and policy levels. Unlike its previous version, 
the updated 2017 cybersecurity strategy, titled 
Resilience, Deterrence and Defence: Building strong 

2 The involvement of regional research centres to such pro-
grammes as the Horizon Europe would allow the actors to 
better manage the cascade funding for the SMEs to uptake or 
develop digital innovation, as the regional authorities would be 
able to serve as intermediaries between the EU funds and the 
local cybersecurity companies that seek funding.

cybersecurity for the EU, stated that the regional 
dimension of cybersecurity readiness is very 
important to ensure the EU’s readiness to effec-
tively prevent and react to cyber incidents. The 
document also underlined the importance of facili-
tating “more targeted capacity building in different 
regions” (European Commission, 2017). In addi-
tion to conferences and tailored workshops to 
address the role of the regions, few key European 
initiatives have been launched to support regional 
cybersecurity building.

The CYBER project has been initiated under the 
EU Interreg Europe programme and the European 
Regional Development Fund (ERDF) financial instru-
ment to strengthen the local cybersecurity SMEs 
and to boost interactions among the European 
regional cybersecurity ecosystems (Interreg, n.d.). 
The lack of cooperation among different cyber-
security stakeholders and different ecosystems is 
identified as one of the challenges preventing local 
cybersecurity SMEs from scaling up and interna-
tionalising their business. The CYBER involves 
nine institutional partners, representing different 
EU countries and regions: Bretagne Development 
Innovation agency (France), Institute for Business 
Competitiveness of Castilla y León (Spain), Tuscan 
Region (Italy), Digital Wallonia agency (Belgium), 
Brittany Region (France), Kosice IT Valley (Slovakia), 
Chamber of Commerce and Industry of Slovenia 
(Slovenia), Estonian Information System Authority 
(Estonia), as well as the European Cyber Security 
Organisation (Belgium). To address the coopera-
tion challenge, project partners work together to 
develop and implement regional action plans and 
concrete policy instruments to improve the inter-
regional cooperation.

The European Cyber Valleys pilot project is another 
EU initiative launched to address regional cyberse-
curity aspects (European Commission, Smart…, n.d.). 
Just like CYBER, it recognises the interregional 
cooperation as a key enabler for facilitating the 
development of the European cybersecurity value 
chain, reducing market fragmentation, as well as 
boosting the investment and commercialisation 
of the European cybersecurity solutions. Currently, 
the project involves the European regions which 
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identify cybersecurity as a strategic smart special-
isation priority, namely Estonia and the regions 
of Castilla y León (Spain), Brittany (France), North 
Rhine-Westphalia (Germany), and Central Finland 
(Finland). One activity recently implemented under 
the European Cyber Valleys framework was the 
mapping of European regional cybersecurity eco-
systems, which helped to identify the European 
cybersecurity capabilities provided by 470 regional 
cybersecurity players. The project continues devel-
oping the operational strategy which would allow 
further development of the EU’s regional cyberse-
curity ecosystems, a.k.a. cyber valleys.

The CYBER project and the European Cyber Valleys 
pilot action are two fine examples of the targeted 
initiatives aimed to reduce European cybersecurity 
market fragmentation and to strengthen its compet-
itiveness on a global stage by involving the regions. 
However, such time-bound initiatives for the regional 
involvement are not sufficient. The regions should 
be institutionalised and become a permanent fea-
ture of the EU cybersecurity-building efforts. For 
this, multi-level governance, involving the European, 
national, and regional levels, should be established.

Multi-level approach to the EU cybersecu-
rity governance

The application of the multi-level governance 
approach to the EU cybersecurity policy imple-
mentation would allow European regions to play 
an active role in strengthening the EU cybersecurity 
posture. Multi-level governance is defined as the 
dispersion of central political power and the dele-
gation of decision-making processes between gov-
ernments and non-governmental actors at various 
territorial levels (Bache & Flinders, 2004, p. 3). Due 
to the ever-evolving risks and far-reaching implica-
tions of cybersecurity, the European regions cannot 
be left in a wait-and-watch position. To establish 
the effective multi-level governance, the vertical 
and the horizontal dimensions of regional involve-
ment in the EU’s cybersecurity governance should 
be recognised: responsibility-sharing across differ-
ent levels of government (i.e. European, national, 
and regional) as a vertical dimension and interre-
gional cooperation as a horizontal dimension.

Placing the European regions 
next to the EU and the national 
government as one of the key actors 
in the EU cybersecurity governance 
provides a territorial perspective 
on cybersecurity issues.
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The vertical dimension of multi-level governance is 
important because it allows the European regions 
to take an active role in the cybersecurity pol-
icy formulation and implementation. Placing the 
European regions next to the EU and the national 
government as one of the key actors in the EU 
cybersecurity governance provides a territorial 
perspective on cybersecurity issues. The European 
regions are better placed to initiate and coordinate 
certain types of cybersecurity initiatives. They also 
possess a more intimate grasp of the cybersecurity 
developmental needs, on-the-ground policy issues 
and the state of cybersecurity in their respective 
territories. By representing regional perspectives, 
policy efforts undertaken at the regional level can 
effectively complement pan-European (as well 
as international) discussions on cybersecurity. 
Likewise, the regions can help to build awareness 
of the policy outcomes in their respective territo-
ries and be the strategic drivers in the implementa-
tion of the internationally agreed decisions.

The cooperation among the regions as the hori-
zontal dimension of multi-level governance is 
important for its potential to reduce cybersecurity 
market fragmentation, which remains one of the 
biggest challenges for the EU. The interregional 
cooperation helps to break down regional silos and 
establish trustworthy communication channels 
which in turns incentivises sharing good practices 
and exchanging information on the regional chal-
lenges and needs. The creation of such linkages 
between the regions not only can help to optimise 
the EU’s cybersecurity coordination but also ben-
efit the local cybersecurity SMEs. These compa-
nies can have more opportunities to scale up their 
business outside their local market and facilitate 
the commercialisation of their cybersecurity solu-
tions abroad. The interregional cooperation is also 
fundamental for developing regional innovation 
ecosystems, because the less the regions are frag-
mented, the more they can exploit their cyberse-
curity innovation potential.

In lieu of conclusions

This article argued that to have a truly effective EU 
cybersecurity, European regions should be recog-
nised as important players and involved in the policy 
formulation and implementation. The key strength 
of the regions is their proximity to the local cyber-
security market players and their familiarity with 
the local cybersecurity ecosystems. As an interme-
diate governance level between the national and 
the European, they can significantly contribute to 
the enhanced EU’s cybersecurity posture in a more 
effective and sustainable manner. They have instru-
ments to reduce policy overlaps, create synergies 
among different stakeholder groups, and enhance 
the innovative performance and commercialisation 
of European cybersecurity companies.

Despite the regional cybersecurity initiatives fos-
tered by the EU and some clearly successful exam-
ples of the local initiatives implemented by the 
regions themselves, their role is not well recog-
nised. The territorial perspective on the EU cyber-
security policy formulation and implementation 
is rather rudimental. European regions often find 
themselves confined to the roles of mere consul-
tation and feedback providers but never rise to 
the positions associated with negotiations and 
decision-making.

To take the full advantage of the regions’ poten-
tial, their role in the EU cybersecurity governance 
should be institutionalised. The vertical and the 
horizontal engagement of the regions would help 
establish the multi-level governance of the EU 
cybersecurity. To achieve this, responsibility-shar-
ing among the European, national, and regional 
levels of government and the interregional coop-
eration mechanisms should become inherent com-
ponents of the EU cybersecurity governance.
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An interregional cooperation project 
to enhance public policies for the 
competitiveness of cybersecurity 
companies
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